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Fraud Policy Statement

The Wholesale & Retail Sector Education and Training Authority (W&RSETA) is committed to protecting its revenue, expenditure, assets and its reputation from any attempt by any person to gain financial or other benefit in an unlawful, dishonest or unethical manner.

Anti-Fraud Charter

In implementing the Fraud Policy of W&RSETA:

We are maintaining an anti-fraud environment throughout W&RSETA

· The fraud prevention plan is being implemented throughout W&RSETA.

· Fraud reduction is a priority in all governing and independent structures (e.g. the Management Board, the various working committees the Audit Committee and the outsourced service providers including our partners in skills development).

· We will continue to embrace and acknowledge the contribution of all employees and members of the community who assist in the combating of fraud and in the prosecution of fraudsters.

We understand and manage our risks

· Our fraud risks are reviewed and assessed on a regular basis.

· Cognisance to fraud risk is given in all procedure changes.

· Internal controls and audit measures are in place to identify and manage fraud risk.

We are proactive in defending our assets through:
· Forming strategic alliances in combating fraud.

· Establishing a profile on potential fraudsters.

· Monitoring direct and indirect losses incurred via fraud, through effective information and communication.

· Making public Fraud activities within our environment.

We react swiftly when a crime is uncovered

· We react swiftly and appropriately when a crime is uncovered.

Name: ____________________

Date: ____________________

Section 1:  Preamble 

1.1
The challenges facing W&RSETA

Any entity that has at its disposal assets that are desirable faces some level of fraud risk.  The defining feature of different sectors is simply the specific nature of those assets and the manner in which criminals will seek to misappropriate them.

The situation has been regarded by National Government as of deep concern and deserving of attention.  To this end, National Treasury issued Regulation 9.1.1 to the Public Finance Management Act (PFMA), stipulating that all public entities (amongst which are the SETA's) must have implemented a fraud prevention plan by the beginning of the 2001/2002 financial year.
The challenge for W&RSETA is to mitigate the level of fraud and corruption risk to which we are exposed.  In `order to do this we must protect both our own assets and the assets (levies) of which we are the custodians, while at the same time providing an effective and high-quality service to the wholesale and retail sector ..

Many managers regard commercial crime fighting as an impossible task and a waste of effort and money.  However, such an attitude is exactly what the syndicates ‘out there’ want, as it makes fraud and theft so much easier.

Managers of economic entities should accept that their entities are likely to be targeted at one time or another.  Why?  Because they have what the criminals want – cash and other assets.  The desirability of the product or asset contributes to the overall risk profile. The entity that is least protected is likely to suffer the highest losses or most frequent attempts at fraud.

We should be very aware that the risks and challenges we face will change from time to time and that we should be conscious of this and take appropriate steps to remain aware of our risk profile.

1.2
The “new age” philosophy of fighting fraud

There is cold comfort in the fact that we are not alone in facing fraud and corruption.  As business and economic practices around the world have become more high-tech, more high-value, more sophisticated and more profit-orientated, the opportunities for fraud, theft, collusion and corruption have increased.  The global business, social and economic environments have changed.  So too must the approach to tackling one of the rampant offspring of this new age – commercial crime.

Prevention in the 21st century is about understanding risks, both external and internal, and in recognising that the working environment created by an entity is the most significant factor that determines how much of a target for fraud that entity will be.

Employees bring to the workplace their fears, concerns and motivational drivers; the entity creates the opportunities for fraudsters to act on their motivators.

The daily working environment is, therefore, the main battlefield in the fight to reduce commercial crime.

1.3
Being prepared

Given the requirement in every public sector entity to protect assets and the requirement for any management team to ensure that internal controls are operating effectively, it behooves all such entities to take the necessary steps to identify and manage exposure to commercial crime. The well-worn adage “prevention is better than cure” therefore holds very true.  

A committed and proactive strategic approach is required.

The essential focus of the strategy is to formalise and implement within W&RSETA a culture of zero tolerance for fraud and corruption, a high level of fraud awareness, and a management and control environment that makes it as difficult as reasonably possible to misappropriate assets or to succumb to corruption.

The strategy has been instituted specifically with regard to the risk areas to which W&RSETA is more likely to be exposed namely:

· Management of assets and cash of which W&RSETA is the custodian;

· Fraudulent disbursement of levies;

· Fraudulent disbursement of project funds;

· Misappropriation of project funds;

· Fraudulent registration of learnerships;

· Fraudulent operation of service providers.

· Fraudulent Contracts with suppliers
· Fraudulent engagement of employees/contractors

There are essentially four pillars to a world-class fraud prevention strategy:

· Creating an anti-fraud environment.

· Understanding and managing the risks.

· Being proactive in defence.

· Reacting swiftly to suspected or known crimes.

These pillars provide the basis for our fraud prevention plan.

Section 2: Current Fraud Risks

2.1
Procedures adopted to identify the present risk profile

Together with internal auditors  we have identified the key risks presently associated with the business and economic activities of W&RSETA.  This exercise was carried out as follows:

· All W&R SETA processes were identified.
· For each Process Risks were identified through discussions with Management.

· After the identification process was completed, the risks were prioritised by obtaining managements’ rating of risks the current risk profile was then finalised and confirmed by the senior management team.

This initial identification of fraud risks did not include the development and recommendation of solutions to W&RSETA-specific risks – this will be part of the implementation process.

The remainder of this section summarises each major area addressed during this process.

2.2
Risks inherent to W&RSETA

It should be borne in mind that the issues identified in the process are risk drivers, which raise the susceptibility of W&RSETA to fraud.  It is the responsibility of the Audit Committee and Management to assess these risks and decide which need to be acted upon. 

.2.1
Ethical environment

The following potential risks in the ethical environment
	
	· Lack of shared values by management and employees
· Lack of common goal between W&RSETA’s aims an those of its employees and managers
· Lack of screening procedures for potential employees
· Lack of independent tip-off facility in addition to the one established by the Department of Labour.

	


Management is of the opinion that the overall ethical environment within W&RSETA, and the management thereof by the management team should be an ongoing process to create awareness with regard to Fraudulent Tendencies.  

We will make use of the tip-off service offered by the relevant executive authority, and will publicise this to all stakeholders. As well as the SETA’s own whistle blower mechanism
We recognise that the W&RSETA-specific Code of Conduct should be reviewed regularly to ensure that our unique business circumstances are addressed, but – more so – to ensure that staff subscribe to it, and that all new employees are introduced to it during their induction period.

2.2.2
Management environment
.
Awareness has been created at the strategic and operational levels regarding corporate Governance. The intention is raise awareness regularly so as to reduce the levels of the SETA’s susceptibility to fraud and corruption.  

Effective corporate governance should include the following:

· Strong leadership and direction provided by individuals with a high level of integrity.

· The implementation of a sound control environment, including a culture of sound ethics, accountability for results and transparency.

· A proper understanding by the Board of the corporate governance structures, and a willingness to use them.

. 

2.2.3
Business environment

W&RSETA, as with all other SETAS, operates in a market where bribes, kickbacks and other improper payments and claims are very real risks.  Government grant programs are usually targeted for fraudulent claims. 

Significant cash flows pass through W&RSETA and these must be protected.  Checking the accuracy of claims submitted is restricted to the authentic and adequate paperwork submitted with the claim.  The SETA’s access to records of levy payers is not enforced by legislation.  Our approach at present is collaborative but if resistance is experienced then we will not be able to insist on inspecting other records or interviewing staff trained.  We acknowledge that opportunities for fraud and corruption within W&RSETA are reasonably high.  From a fraud perspective, W&RSETA is likely to be targeted by external parties.  These parties will attempt to exploit us by colluding with employees or exploiting employee ignorance.

While little can be done to influence general business and market characteristics, the present set of ethics and controls should be reviewed on an ongoing basis so that the level of awareness of the fraud risks should be increased.

2.2.4
Financial environment 

The following are potential risks in the financial environment:
· High Volume of significant Transactions;

· Board Members or employees connected to businesses that conduct business with the SETA and not declaring/disclosing as required.

Management and staff will be sensitised to the fact that the disclosure of any potential conflicts of interest is statutorily required, and that disclosure of knowledge by any party of a potential conflict of interest entered into by another, is also statutorily required.

Additionally, it is imperative that our attention to these risks in particular be raised and that the procurement (Supply Chain Management) process be consistent and followed at all time.

2.2.5
Organisational environment

The following are some of the potential risks:

· Fraud by Contracted consultants

· Fraud by employees of Service Providers

· Change in statutory /regulatory requirements that could damage the financial position of the entity.

· Shortage of suitable  providers posing risk to equitable contracting (BEE compliance)

W&RSETA is currently outsourcing its Information Technology functions.  professional. The SETA where possible uses various consultants in the implementation of some of its activities and these go through a rigorous evaluation process to assess their reputation from a business ethic and governance point of view.
Since the skills sought in wholesale and retail sector education and training are scarce, The SETA endeavours to continually review its screening procedures in order to reduce W&RSETA’s susceptibility to loss through non-delivery or fraudulent service delivery.

Consideration will also be given to transferring contractually the risk of fraud or misappropriation by employees of services providers to the service providers themselves.
These risks are, however, currently regarded as low.

2.2.6
Control environment

The entity has grown over the past ten years to include the regions in all provinces and this means an increase in scope for Fraud Management.  
Overall the control environment is sound.  The following high level controls enhance the effectiveness of the control environment.

· An information system which incorporates controls over key risks in grant payments.

· A finance committee which convenes regularly.

Section 3:
Our Fraud Prevention Plan

The risk identification process completed during June 2006 highlighted those risks that we regard as significant, and we recognise that these must be addressed.  

Also, we must retain cognisance of risks currently regarded as being low or non-existent, as circumstances might change with the passing of time, changes in personnel, legislation or manner of doing business.

The four pillars of our fraud prevention strategy are summarised below:

· Formalising and reinforcing our anti-fraud environment

· Establishing formal fraud prevention responsibility, sponsorship and control functions 
· Implementing a fraud policy and anti-fraud charter.

· Conducting an ongoing fraud awareness campaign 

· Publicising the W&RSETA code of ethics.

· Understanding and managing the risks

· Implementing fraud risk identification as part of enterprise-wide risk assessment 
· Being proactive in defence

· Implementing the necessary improvements to internal controls and other procedures.

· Conducting fraud awareness training for all employees 

· Implementing a fraud tip-offs policy and mechanism.

· Implementing supplier and employee vetting procedures.

· Establishing a confidential crime information database.

· Reacting swiftly to suspected or known crimes/irregularities

· Creating access to a forensic investigation capacity  

· Implementing a fraud response plan 

The key initiatives in this regard are set out below, together with commentary on best-practice considerations.

3.1
Creating an anti-fraud environment

3.1.1
Establishing fraud prevention responsibility, sponsorship and control 
functions


Actions required

(a)
The Audit Committee will take responsibility for and ensuring that fraud prevention issues are addressed and will approve the fraud prevention plan.


The Audit Committee will conduct an annual review of the implementation of the Fraud Prevention Plan. 



Responsibility for implementation: and CEO.

(b)
The CEO will have the responsibility of implementing the Fraud Prevention Plan and maintain and monitor the initiatives on an ongoing basis.  It will delegate responsibility for this to one individual in management.  .


Responsibility for implementation: The EXCO.
3.1.2
Implementing a fraud policy and anti-fraud charter


Actions required

(a)
We will confirm and publicise a Fraud Policy for W&RSETA.  This is intended to demonstrate clearly to all stakeholders that W&RSETA has a zero tolerance toward crime.


The policy will:

· Be a simple statement of intent.

· Be unequivocal in its message.

· Be well publicised throughout W&RSETA and to levy payers.

· Be publicly endorsed by the Board, managers and supervisors in order to demonstrate commitment.

Our Fraud Policy Statement appears on page (i) of this plan.


(b)
W&RSETA’s Anti-fraud Charter will be publicised.

Our Anti-fraud Charter appears on page ii of this plan.

Responsibility for implementation: CEO.
(c)
We will reinforce and continue to implement the principles of good corporate governance.

Corporate governance is simply the philosophy by which entities are directed and controlled.  Government SETA’s function in environments where “ownership” (i.e. the Public) is divorced from management and the maintenance of accountability of managers to the Public is becoming increasingly important.

We will reinforce the principles of good corporate governance throughout W&RSETA – as a critical adjunct to the Anti-Fraud Charter.

Responsibility for implementation: The CEO.
3.1.3
Conducting an ongoing fraud awareness campaign


Actions required

(a)
We will conduct a structured fraud awareness campaign, addressing all stakeholders in the activities of W&RSETA.

The key aspects of this campaign will include:

· The publication of the Fraud Policy and the Anti-Fraud Charter through an awareness campaign, internal presentations to employees and communication to levy payers, participating representatives of labour service providers, contributing companies and training organisations.

· Correspondence from the CEO to all stakeholders, stressing management commitment to the Fraud Policy of zero tolerance.

· Placements of information posters throughout the offices of W&RSETA and in appropriate other locations.

· To create ongoing awareness, newsletters will be issued at least six-monthly, dealing with fraud and related issues within W&RSETA.  Such issues will include: tip-off successes, the Code of Conduct, types of fraud schemes, risk indicators, good prevention practices and successfully concluded investigations.

· The above material will be distributed through electronic media such as e-mail.

· The above initiatives will be publicised on our website (currently http://www.wrseta.org.za).  

Responsibility for implementation: CEO 
3.1.4
Publicising the W&RSETA Code of Conduct


Actions required

(a)
We will conduct a workshop with all employees on the practical implications of the W&RSETA Code of Conduct and Ethics.

Responsibility for implementation: Deloitte & Touché Forensic Services.

(b)
We will ensure that all our employees and outsourced service providers attest their understanding of the W&RSETA Code of Conduct and Ethics.

Responsibility for implementation: CEO.

Best practice considerations

A code of business conduct is essential as part of the establishment of a culture of “zero tolerance” within W&RSETA.  This code will set out what is acceptable and unacceptable behaviour and will cover the entire spectrum of operating activities and in particular relationships with third parties.

Our code of conduct:

· Commits W&RSETA to the highest standards of behaviour.

· Was developed in such a way as to involve all our stakeholders in order to infuse its culture.

· Is sufficiently detailed to give a clear guide to the behaviour expected from all employees.

· Demonstrates intent.

· Codifies unacceptable actions.

· Sets out the consequences of non-compliance.

· Is attested to in writing by employees, thereby removing ignorance as a defence.

· Will be well publicised.

3.2
Understanding and managing the risks

In order to deal with them, the fraud risks facing us need to be identified, evaluated and assessed on an ongoing basis.  Only then can practical measures be determined to reduce the threat of loss.

3.2.1
Implementing fraud risk identification as part of enterprise-wide risk assessment


The fraud risk identification and assessment process is, for the most part, much the same as for the identification and assessment of other areas of operational risk.  The key steps are as follows:

· Identifying and assessing the fraud risks.

· Evaluating mitigating controls.

· Defining the ‘gap’ or residual risk and prioritising these.

· Determining what additional controls or control improvements are required to eliminate or minimise the threats.

We will formally assess our risks in an annual cycle.  However, new risks will be addressed as they arise as part of the ongoing “zero tolerance” campaigns.

Responsibility for implementation:  The Board, and management...
3.3
Being proactive in defence

3.3.1
Implementing the necessary improvements to internal controls and other 
procedures


Actions required

(a)
We will confirm the fraud risks and control issues identified by our initial fraud identification work – as set out in section 2 of this plan – and determine appropriate solutions and implement these.

The control issues not addressed elsewhere in this plan currently include:

· Resolving the territory and control issues between the Board and management;

· Managing potential conflicts of interest of staff;

· Aligning W&RSETA employees aims to the SETA’s aims;

· Ensuring consistent adherence to the procurement process;

· Brainstorming additional methods of verifying that training has taken place where claims appear suspect.  This could include involving labour representatives to confirm training received.

If circumstances change and specific risks are identified which cannot adequately be managed by means of ordinary controls, we will institute specific forensic controls to address such risks.


Responsibility for implementation: CEO.
(b)
We will ensure that the CEO is empowered to execute its duties throughout W&RSETA.  This will have a positive effect on our ability to respond to financial irregularities and to ensure accurate financial reporting.


Responsibility for implementation: The Board.
Best practice considerations

(a)
As an integral part of our defence system, internal controls, when properly implemented, will not only support good accounting and control, but will make it more difficult for a fraudster to succeed with a criminal act within W&RSETA.  Thus a system already in place will contribute to lowering the risk of fraud, at no additional cost to us.  

(b)
Forensic controls are procedures implemented as a backstop to the normal systems of internal and accounting controls.  Such controls are put in place where specific risks have been identified as requiring special treatment.  Forensic controls are designed to prevent losses rather than identify them after they’ve been incurred.  

(c)
Once such controls are operative, a repeat of the risk review cycle will indicate their effectiveness.

3.3.2
Conducting fraud awareness training for all employees


Actions required

(a)
All our staff, including the relevant outsourced service providers, will receive formal awareness training in at least the following:

· The legal aspects of the crimes of fraud and corruption.

· Typical fraud schemes perpetrated against SETA's.

· Fraud risk indicators.

· Principles of fraud risk management.

· Our Fraud Prevention Plan, including the Fraud Policy of zero tolerance and the Anti-Fraud Charter.

· Our Code of Conduct and Ethics.

(b)
The internal marketing of the fraud tip-off reporting facility will also be included in the awareness training sessions.  The tip-off facility service provider (possibly the Department of Labour) will be requested to conduct a roll-out campaign and provide training for all employees.

Best practice considerations

(a)
Employees need to understand what corruption and commercial crime are and must be able to recognise these if they are to be expected to report corruption, frauds and other commercial crimes to management.  It is, therefore, essential that our employees and managers be trained in at least the above-mentioned aspects.


Fraud awareness training for employees:

· Empowers employees to identify crime, leading to tip-offs.

· Can be both generic and SETA-specific.

· It is a forum for ethical training.

· Enhances ethical culture.

· Will be presented by experienced forensic professionals.

3.3.3
Implementing a fraud tip-offs policy and mechanism 


Actions required

(a)
The Code of Conduct establishes a tip-offs policy that de-stigmatises whistle-blowing by encouraging this practice.  The policy is clear and unequivocal and will be publicised throughout W&RSETA.  


Responsibility for implementation: CEO.
(b) We will make use of the independent fraud tip-off reporting mechanism provided by the Department of Labour or another provider.



Responsibility for implementation: CEO.

Best-practice considerations

(a)
The biggest problem facing honest persons who wish to report crime is fear of retribution and of being victimised.

One of the few options available to overcome this problem is an independent reporting mechanism that will give all stakeholders the opportunity to report dishonest and illegal behaviour anonymously and safely.

A fraud reporting facility complements and underpins the commitment of an entity to fight crime.

International experience has shown tip-off lines to be highly effective in reducing the incidence of crime where they are implemented.  South Africa is no exception and many successes have been recorded here.


The key elements of a world-class tip-off reporting facility are:

· Independent management by a third party.

· Confidential reporting.

· Operates throughout the year, including after-hours.

· Technology-driven.

· Secure (people, systems and data).

· Reporting by telephone, fax, post or e-mail.

· Continual internal marketing and top management support.

· Internal publicity of successes achieved.

· Assistance to the client in making employees aware of the facility.

· For South Africa in particular, a multi-language capability.


A fraud tip-off mechanism:

· is a simple, low cost but powerful deterrent.
· promotes good governance.
· provides protection from negative publicity. 

· is an easy way of promoting a culture of honesty and integrity.

· is a demonstration of a tangible corporate governance initiative.

· is an effective means of identifying risk areas and weak controls.
3.3.4
Implementing supplier and employee vetting procedures


Actions required

(a)
We will, with immediate effect, ensure that thorough background checking is carried out on prospective employees and service providers, and in the case of intended promotions or re-allocations of staff.  In this regard, we will seek the necessary legal advice on what is acceptable.


Responsibility for implementation: The CEO.

(b)
In respect of prospective employees, we will make use of background screening and integrity tests carried out by psychology professionals or qualified psychometrists.  This will include one or more of the following:

· Structured interviews with the person concerned.

· Interviews with references (lifestyle assessment).

· Checking of criminal records.

· Credit bureau enquiries.

· Confirmation of work, schooling and higher education details as set out on the individual’s curriculum vitae.

· Psychometric testing.

· Verification of tertiary qualifications.

(c)
In respect of background checking and screening, we will need to consider certain legal issues, which are set out in Annexure 1.


Responsibility for implementation:  The CEO.

3.3.5
Establishing a confidential crime information database


Actions required

(a)
We will establish and/or enhance contacts and communication with other SETA’s, with a view to identifying fraudulent practices and common offenders in the industries and professions with which the SETA does business.


Responsibility for implementation: The CEO.
Best practice considerations

(a)
A crime database will assist in identifying patterns that might indicate control or procedural weaknesses, syndicate activity and collusion.  The information gathered and recorded in this manner will also provide guidance for data interrogation procedures.

3.4
Reacting swiftly to suspected / known crimes and irregularities
3.4.1
Creating access to a forensic investigation capability


Action required

(a)
Since we are committed to the prevention of commercial crime and corruption, we will ensure that our “zero tolerance” policy is supported by follow-up and investigation of suspicious behaviour and actual criminal acts that are uncovered.  We will contract with our internal audit provider or other forensic experts should the need arise.

3.4.2
Implementing a fraud response plan

Action required

(a)
We will implement a fraud response plan, the steps of which will need to be followed every time a fraud is suspected or uncovered.


Responsibility for implementation: The CEO.

(b)
Once a crime or irregularity is suspected, it is critical that we carry out remedial actions in a structured and transparent manner that is acceptable to the Department of Labour, management and employees.  Our response approach would include:

· Identifying the objectives of the investigation.

· Establishing the resources available.

· Formulating the strategy to be followed, usually in consultation with the internal auditors or professional forensic consultants.

· Identifying the culprit or suspect and his or her position.

· Evaluating seriousness of the offence and likely impact on entity.

· Considering the removal of the suspect.

· Setting the guidelines for disciplinary procedures and enquiry.

· Securing of evidence and assets.

· Analysing evidence at hand in order to assess whether there is a case against the suspect.

· Reporting to the necessary authorities.

· Investigating to establish the extent and nature of the crime.

· Initiating civil and criminal litigation.

· Maintaining good public relations (corporate image).

· Tracing and repatriation of assets.

· Creating employee awareness of the incident.

· Identifying and rectifying any control weakness.

· Entering details into our crime database.

4. Maintaining an anti-fraud environment within W&RSETA

A successful culture of “zero tolerance” of crime in W&RSETA is dependent on the maintenance of the following:

            4.1
A formal anti-fraud policy

4.2
A code of business ethics

4.3
Behaviour modeling by all management

4.4
Corporate governance

4.5
Internal controls

            4.6
Employing the right people.

4.1
The anti-fraud policy

The anti-fraud policy is essentially a statement of intent by W&RSETA that it will not tolerate crime and that any incident discovered will be investigated and prosecuted.  All other activities aimed at reducing the risk of commercial crime support this philosophy and intention.

The anti-fraud policy is:

· A simple statement of intent.

· Unequivocal in its message.

· To be well publicised throughout W&RSETA.

· To be publicly and often endorsed by all office bearers, managers and administrators in order to demonstrate commitment.

· To be implemented at every opportunity.

All fraud prevention initiatives undertaken by W&RSETA are intended to support the fraud policy.  The CEO takes responsibility for these initiatives.

4.2
The Code of Conduct

The Code of Conduct will be signed by each employee on an annual basis.

The specific issues to be addressed will be that of declaration of interests, and acceptance of business or business courtesies.

The continued education of employees with regard to expectations by W&RSETA of their conduct and ethical behaviour will prove integral to the successful use of the W&RSETA Code of conduct.

4.3
Behaviour modeling
The office bearers and managers are the persons that provide W&RSETA with leadership and direction.  Without clear vision an entity begins to flounder and value ceases to be created for stakeholders.  

W&RSETA will, therefore, instill commitment and leadership from the top down. 

Management will need to set the example regarding the ethics and standards expected from staff.  This will ensure that an environment is created where fraud is frowned upon by all.

Management and staff are expected to report fraud and corruption, and such reports need to go to a central collection point for action (namely the CEO).

The implementation of a culture of ‘zero tolerance’ is a top-down process and will fail unless the CEO, the members of the Board, the audit committee and the working committees, management and staff buy in and demonstrate commitment through each person signing a personal commitment to the Code of Conduct and physically be seen to act most sternly on possible transgressions.

Staff’, levy payers and other stakeholders’, awareness of the various channels available to report irregularities will be improved.  Open lines of communication are available to the Board and to senior management.  In addition, a tip-off facility is currently being set up by the Department of Labour, and it is hoped that the Department will, through an advertising campaign, make this tool known to and easily accessible to employers and employees across the country.  Complaints or issues can also be directed to the W&RSETA call centre , from where they will be addressed by management.

4.4
Corporate governance

From a fraud prevention point of view it is important that:

· When management considers the strategy and direction that W&RSETA will be taking, they must take into account the environmental factors relating to fraud and that they insist that a suitable fraud prevention strategy be put in place to address such risks.

· Each manager brings to bear his or her specialised industry knowledge or technical background when considering how fraud risks are to be avoided. 

· Individual operational units are held accountable for their actions, namely ETQA/Learnerships, Skills Planning, Communication and Marketing, Projects and Policies, and the Office of the CEO.

· Constant pressure for improvement is exercised as this has a powerful impact on reducing fraudulent activity.

· The management team’s awareness of the possibility of fraud is encouraged, as this is also an active manner in which they can encourage defensive strategies.

· Regular monitoring of the internal control environment takes place to ensure that it remains at a level of sufficiently high standard.

· Information on fraud risks is sought from external sources such as other SETA’s, SARS and the Department of Higher Education.
· Management compile an assessment of the potential fraud attacks on their financial, physical and information assets at least once a year.

· Management consider fraud risk whenever an operation changes.

· Management is held responsible for reducing the risk of fraud in their areas of control.

Sound corporate governance is essential

Corporate governance can never entirely eliminate the possibility of fraud.  The adoption of sound corporate governance principles will, however, have a major influence on the vulnerability of any organisation to fraud.  Thus corporate governance should include the following:

· Strong leadership and direction provided by individuals with a high level of integrity.

· The implementation of a sound control environment including:

· A culture of sound ethics.

· Accountability for results.

· Transparency.

· A proper understanding by management of the corporate governance structures and a willingness to use them.  This includes the audit committee providing the Board with assurance regarding the safeguarding of assets and the operation of adequate systems and control.  It should also assist in establishing and strengthening the independence and objectivity of the Board and the internal and external auditors.  The Board should regularly monitor performance against pre-set objectives; individual business units should be held accountable for their actions, and the management team’s awareness of the possibility of fraud should be monitored.

4.5
Internal controls

Already an integral part of W&RSETA’s defense system, internal controls not only support good accounting and control, but make it more difficult for a fraudster to succeed with a criminal act within the organisation.

Thus a system already in place can contribute to lowering the risk of fraud, at no additional cost to W&RSETA.

Management needs to take responsibility to ensure that controls are adequate for W&RSETA’s needs.  Regular reviews of each of the following are needed to ensure the minimising of fraud in such environments:

Control environment

· A commitment by management and employees to competence and integrity (e.g. leadership by example, employment criteria).

· Communication of ethical values and control consciousness to managers and employees (e.g. through written codes of conduct, formal standards of discipline, performance appraisal).

· Appropriate delegation of authority with accountability that has regard to acceptable levels of risk.

· A professional approach to financial reporting.

· Sound and regular communication between W&RSETA and all outsource service partners.

· A zero-tolerance of bad debt and a good record of recovery of all fraud losses.

Identification and evaluation of risks and control objectives

· Identification of key operational risks in a timely manner.

· Consideration of the likelihood of risks crystallising and the significance of the consequent financial impact on the business.

· Establishment of priorities for the allocation of resources available for control and the setting and communication of clear control objectives.

Information and communication

· Performance indicators that allow management to monitor the key operational and financial activities and risks, and the progress towards operational and financial objectives and to identify developments that require intervention (e.g. forecasts and budgets).

· Information systems that provide ongoing identification and capture of relevant, reliable and up-to-date financial and other information from internal and external sources (e.g. monthly management accounts and annual reports).

· Information systems that contain large amounts of information on transactions and can be analysed effectively in order to find fraud.

· Systems that communicate relevant information to the right people at the right frequency and time in a format that exposes significant variances from the budgets and forecasts and allows prompt response.

· Systems information that is communicated to stakeholders on a regular basis.

· Utilising external data sources for corroborating information, e.g. the Department of Labour.

Control procedures

· Procedures to ensure complete and accurate accounting for financial transactions.

· Appropriate authorisation limits for transactions that reasonably limit W&RSETA’s exposure to fraud. 

· Procedures to ensure the reliability of data processing and information reports generated.

· Controls that limit exposure to loss of assets/records or to fraud (e.g. physical controls, segregation of duties).

· Routine and surprise checks that provide effective supervision of the control activities.

· Procedures to ensure compliance with laws and regulations.

· Financial systems that can monitor the costs of prevention, deterrence and investigation of fraud.

Monitoring and corrective action

· A monitoring process that provides reasonable assurance to management that there are appropriate control procedures in place for all of W&RSETA’s financially significant business activities – such as promoting learnerships, collecting levies and disbursing grants and paying out for projects – and that these procedures are being followed. 

· Identification of changes in the business and its environment that might require changes to the system of internal financial control.

· Formal procedures for reporting weaknesses and for ensuring appropriate corrective action.

4.6 Employing the right people

We will, with immediate effect, ensure that thorough background checking is carried out on prospective employees and service providers, and in the case of intended promotions or re-allocations of staff.  In this regard, we will seek the necessary legal advice on what is acceptable.

In respect of prospective employees, we will make use of background screening and integrity tests carried out by psychology professionals or qualified psychometrists.  This will include one or more of the following:

· Structured interviews with the person concerned.

· Interviews with references (lifestyle assessment).

· Checking of criminal records.

· Credit bureau enquiries.

· Confirmation of work, schooling and higher education details as set out on the individual’s curriculum vitae.

· Psychometric testing.

· Verification of tertiary qualifications.

Consent from the prospective employee will be obtained prior to the above screening and integrity testing.

5:
Proactively defending the assets of W&RSETA 

Defending the ramparts comes strongly into consideration when an organisation faces environmental factors that it cannot easily overcome or cannot influence at all.  For example, the desirability in the economy for its products (in this case levies to be disbursed are an example of a highly desirable item), or the existence of syndicate behaviour.

Implementation of the following initiatives contributes significantly to the reduction of commercial crime:

5.1
Data interrogation. 

5.2
Fraud awareness training. 

5.3
Forensic controls.

5.4
A crime database.

5.1
Data interrogation
 

Data interrogation is an automated method of determining the profile of features that would indicate whether fraud or related irregularities exist.  Data is taken from several sources within systems and is processed with a suite of advanced IT tools to detect whether those profiles currently exist.

Data interrogation can deliver:

· Validity of service providers and credentials.

· Conflicts of interest of employees perhaps involved in private businesses.

· Monitoring the amounts of Skills Development Levies being paid by employers.

· Incongruities between the amounts of levies collected and related funds disbursed.

5.2
Fraud awareness training 

Employees need to understand bribery, corruption and commercial crime and must be able to recognise them if they are to be expected to report frauds and other commercial crimes to management.  

It is, therefore, essential that employees and managers be trained in what fraud indicators are and be taught how to be on the lookout for risks that could potentially result in criminal behaviour, such as:

· Unusually high personal debt of staff members.

· Severe personal financial losses.

· Job dissatisfaction.

· Feelings of being underpaid.

· Belief that job is in jeopardy.

· Undue external pressure to succeed.

· Lack of personal stability, and others.

Employees and managers need to be aware that anything from office stationery and petty cash to levy payments and other disbursements might be targeted to provide for personal needs.

Awareness workshops will contribute to employees’ awareness of commercial crime, since they must be able to recognise commercial crime if they are to report it.  

5.3
Forensic controls

Forensic controls are procedures implemented as a backstop to the normal systems of internal and accounting controls.  Forensic controls are designed to prevent losses rather than identify them after they have been incurred.  Forensic controls to be implemented as pertaining to W&RSETA are:

· The testing of external access to IT systems and data.

· Value document audit/review (ensuring cheques in particular are secure in as many as possible respects).

· SETA-specific crime information sharing.

5.4
Crime database

In order to identify criminal behaviour against W&RSETA by syndicates and persons with whom it does business, it is necessary to create a database of all successful and unsuccessful criminal acts perpetrated against W&RSETA.  The database should attempt to establish a profile of the types of individuals most likely to defraud W&RSETA.

Such information will also assist management in identifying patterns that might indicate control or procedural weaknesses, syndicate activity and collusion.  The information gathered and recorded in this manner also provides input for data interrogation procedures.


